NOWALSKY, BRONSTON & GOTHARD

A Professional Limited Liability Company
Attorneys at Law

Leon L. Nowalsky 1420 Veterans Memorial Blvd. Philip R. Adams, Jr.
Benjamin W. Bronston Metairie, Louisiana 70005 ,
Edward P. Gothard : Telephone: (504) 832-1984

Facsimile: (504) 831-0892

February 12, 2010
Via ECFS |
Marlene H. Dortch, Secretary
Federal Communications Commission
445 12" Street S.W.
Washington, D.C. 20554
RE:  Annual Customer Proprietary Network Information Compliance
Certification
EB Docket No. 06-36
Dear Ms. Dortch:
Please find attached the Annual Customer Proprietary Network Information (“CPNI”)
Compliance Certification for BA Telecom, Inc. Please feel free to call me if you have
any questions regarding this filing.
Sincerely,
Leon L. Nowalsky
LLN/cdp

Attachment
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'STATEMENT (F POLICY IV TREATMENT OF
CUSTOMER PROPRIETARY NETWORK INFORMATION

it iy BA Telecom, Ine. (*BA”) policy not to use CPNI for any activity other than
permitted by Jaw.’ ‘Any disclosure of CPNI to other parties (such as affiliates, vendors,
snd agenis) occurs only if it is necessary to conducta legitimate business activity related
to the services already provided by the compeny to the customer. If the Company is not
required by law to disclose the CPNI or if the intended use does not fall within one of the
carve outs, the Company will fivst obtain the customer’s consent prior to using CPNL

BA follows indusity-standard practices to prevent unauthorized access to CPNI by a
person othor that the subscriber or BA, Eowever, BA cannot, guarantee that these
practices will prevent every unauthorized attempt to access, use, or disclose personally
identifiable information. Therefore:

A, Han uﬁauthortzed disclosure were to ocowr, BA shall provide notification of the
breach within seven (7) days to the United States Sectet Scrvxcc (“USSS™) and the
Fadoral: Buree:u of Investigation (“FBI'), -

B. BA shall wazt an additional seven (7) days fram its government notice prior to
notifying the affected customers of the breach,

< Natwithsmdlng the prowslons in subpamgraph B above, BA shall not wait the

addifional seven (7) dsys o notify it3 customers if BA déetermines there is an
' imemediate tisk of irreparable harm to the customers.

D.. BA sha_!l maintain records of discovered breaches,for & period of at least two (2)

All-rmnpicyéesf‘WilL te trained ss 1o when theyv are, and are not, authorized to use CPNI
mmem;ﬂoyxﬁent with the Corapany and ennwally thereafter.

-A‘ - Speciﬁcaliy, BA, shall prohibit its persormel from releasing CPNI based upon a

customer-initiated  telephone  call cx::t’pt under the foliovnng three (3)
cimumstance

1.  When the custdmer has pre-gstabli shed 2 password

2. ’When the information requested by the customier is to be sent to the
customer’s address of record, or

-3 -fWhen BA calls the customer’s telephone number of record and discusses
the information with the party mxtzally 1d¢nt1ﬁed by customer when
::servzce was mnated
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B.  BA may use CPNI for-the following purposes:

¢ To initfate, render, maintain, repain, bill and collect for services;

To profect its praperty rights; or to protect its subscribers or other carriers
fromfraudulent, abusive , or the unlawful use of, or subscription to, such

. services;

e To provide inbound telemarketing, referral or administrative services to
the customer during a customer initisted call and with the customer’s
inforraed consent.

s To market addmonal 3eTYices (0 cus’eomers that are within the same
categories of service to which the customer already subscribes;

s To market services formerly knowa as adjunct-to-basic services; and

o To market additional services to customers with the receipt of informed
consert via the use of opt-in or opt-out, as applicable.

Prior to allowing ‘access to Custemers’ individually idéntifiable CPNI to BA’s joint
ventueers of independent contractors, BA will require, .in order to safeguard that
information, their entry into both conﬁdpmlahiy agreeraents that enswre compliance with
this Statement and shall obtain opt-m consent from a customer prior to disclosing the
information. In addition, BA requires all outside Dealers and Agents to acknowledge and
em:g that they may only use CPNI for the purpose for which that information has been
provided. -

BA requires ¢ express written authorization from the customer prior to dispensing CPNI to
niw cacriery, except as otherwise required by Inw

BA does not matket, share or otherwise sell CFNI information to anz;’ third party,

BA maintsins a record of its own and its affiliates’ sales and marketing campaigns that
use BA's customers! CPNIL. The record will include a description of each czaxn}:!as!.1g'i‘1e the
specific CPNJ that was used in the carnpaign, and What produms and services were
offered as paet of the campaign.

&.  Priov wmmememem Qf a sales or me:kmm;g campaign that wilizes CPNI, BA
causbishes the status of a customsr’s CPNI epprovel. The following sets forth the

procedure followed by BA.

. Priqr to any solicitation for custommer approval, BA will notify customers
- of their right to restrict the use of, disclosure of, and access to their CPNI.
¢ BA will use optein z:ppmval for any-ingtance in which BA must obtain
; customcr approval prior to using, dlsf'losmg, or permitting access to CPNL
» A customer’s approval or disapproval remains in effect until the customer

ravokes or limits such approval or disappzoval, ,
. -R.eeords of approvals are maintained for at least one yedr.
» BA provides individual notice to customers when solxcnmg approval 10
* ‘use, disclose, or permit access to CPNI. :
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i1,

12.

® - ‘The écmtent of BA's CENI notives comply with FCC rule 64,2008 (c).

BA hes implémented a system fo obtain approval and informed consent from its
customers priot to the use of CPNI for marketing purposes, This system allows for the

siatus of 2 cusmmer s CPNI approval 1o be clearly established prior to the use of CPNL

BA has & supemm*y review process regarcang corsplianse with the CPNI rules for
vuthound marketing situations and will maintain compliance records for at least one year.

Specifically, BA’s sales persormel will obtain express approval of any proposed outbound
marketing wqm:st for customeér approval of the use of CPNI by The General Counsel of

BaA.

BA ustifies customers immediately of any account changes, including address of record,
suthentication; onhne account and password related ¢hanges. ‘

BA may negcmaxe ahemanve authentication procedures for services that BA provides to
business customers that have a dedicated account representative and & contract that
WM}’ addresses BA’s protection of CEN.

BA is prepared to provide written notice within five busituess days to the FCC of any
instance where the opt-in mechanisms do rot work properly to such a degree that
consumer’s inability to opt-in is more than an snomaly.
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ﬁxmaz al 47 CER. §64 64 2009(e) cmsl Certi gam
E B Docliet 0i-36 .

Annual 64 2&39(6) CPN Cemﬁcam for 2010 . ;. _ e
Date Filed: | |

Nams of wmpnny(s} é;iréred by fhis certification; BA Telecom, Inc. . ,
Fomn 499 Filer ID: 820082 | o -
Name of signatory: David Schofield |

Title of signetory: President

1. David Schofiefd, certify that I am an officer of the compeny named above, and acting
&8 agent of the company, that I have personal knowlsdge that the company has
established operating procedures that are adequete to ensure cmnphance with the
Commission’s CPNI tules, See 47 C F.R, § 64,2001 ¢r seq' : :

Attached to this, sertification is an acnompEny ing statemem explam inghowthe
comgany’ s proee&ures ensure the company is in compliance with the requirements set
forth in soction 64.2001 er seq. of the Commission's rules .

The company has not taken any actions (proceedings instituted or. peutions filed
by any company &t either state comymissions, the court system, or at the Commission)
against datn brokers in'the past year. The sieps the Company has taken to protect CPNI
include updating its CPNI practices and procedures and conducting new training
designed to ensure complxance with the FCC’s modified CPNI rules '

The gc«mpany has not received any customer complaints in the past year
conceraing the mmuthorxzed release of CPNL.

w%xé-\

DD SCHWLD




